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Trusted CI:
The NSF Cybersecurity Center of Excellence

Our mission: to lead in the development of 
an NSF Cybersecurity Ecosystem with the 
workforce, knowledge, processes, and 
cyberinfrastructure that enables trustworthy 
science and NSF’s vision of a nation that is 
a global leader in research and innovation.

https://trustedci.org/

https://trustedci.org/
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ResearchSOC/OmniSOC
▪ Shared 24x7x365-capable cybersecurity 

operations center for research & higher 
education (R&E).

▪ Average volume across all members: > 9.4 
TB/day; > 14.2 B events/day; > 162k EPS.

▪ Provides higher ed/research-focused virtual 
cybersecurity services:
– CISO, CISO advisory, partial FTE security staff, 

specialized incident response teams.
▪ Elastic is key technology partner.
▪ Members: US ARF, CWRU, Clemson, Creighton, 

GAGE, Gemini, I-Light, IU, Lehigh, U. Nebraska, 
Northwestern U., NRAO, NSO Rutgers U., Santa 
Clara U., SOX
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International Cyber Conflicts
Some notable incidents…

▪ 1982 Soviet gas pipeline
▪ 1999 NATO web DDOS
▪ 2001 Moonlight Maze
▪ 2003 Titan Rain
▪ 2007 Estonia
▪ 2008 Georgia
▪ 2009 Operation Aurora
▪ 2010 Stuxnet
▪ 2017 WannaCry
▪ 2018 NotPetya



https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-code-crashed-the-world/ 
https://www.washingtonpost.com/world/national-security/russian-military-was-behind-notpetya-cyberattack-in-ukraine-cia-concludes/2018/01/12/04
8d8506-f7ca-11e7-b34a-b85626af34ef_story.html

Potential Global Impact of Cyberconflict



The Democratization of Cyberattacks

https://www.nytimes.com/2022/03/04/technology/ukraine-russia-hackers.html - https://www.bbc.com/news/technology-60697261 - https://www.nytimes.com/2022/02/28/us/politics/ukraine-russia-microsoft.html



https://krebsonsecurity.com/2022/03/report-recent-10x-increase-in-cyberattacks-on-ukraine/ - https://www.bleepingcomputer.com/news/security/fake-antivirus-updates-used-to-deploy-cobalt-strike-in-ukraine/



Balkanization

https://www.nytimes.com/2022/03/07/technology/russia-ukraine-internet-isolation.html
https://krebsonsecurity.com/2022/03/internet-backbone-giant-lumen-shuns-ru/



Supply Chain Concerns

https://www.reuters.com/technology/exclusive-us-warned-firms-about-russias-kaspersky-software-day-after-invasion-2022-03-31/



https://osome.iu.edu/research/blog/suspicious-twitter-activity-around-the-russian-invasion-of-ukraine



https://www.law360.com/cybersecurity-privacy/articles/1471913/russia-war-raises-global-insurers-cyber-claim-exposure



https://edscoop.com/university-cyberattacks-fbi-response/
https://www.cisa.gov/uscert/russia



https://www.schneier.com/blog/archives/2022/03/wheres-the-russia-ukraine-cyberwar.html
https://www.theregister.com/2022/03/09/where_are_the_russian_cyberattacks/



https://home.cern/news/news/computing/computer-security-vigilance-and-calmness
https://www.theregister.com/2022/03/28/mustang-panda-korplug-variant/



Growing Ransomware Risk to Science

Ransomware has changed the cybercrime 
landscape, broadly expanding potential victims to 
include hospitals, schools, cities, and researchers.

Trusted CI Collaboration with Michigan State 
University office of the CIO to document impact of 
ransomware attack on research.

Report available at: 
https://hdl.handle.net/2022/26638

https://hdl.handle.net/2022/26638
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https://er.educause.edu/articles/2021/12/cybersecurity-maturity
-model-certification-2-0-what-it-means-for-higher-education



CYBERSECURITY MATURITY MODEL CERTIFICATION (CMMC)
TRUST, BUT VERIFY

• Five tier system of security and IT practices

• Each tier represents an increasing level of 
maturity of practices

• Level 3 is very challenging to meet and 
requires a major change in research IT 
operations – primary focus for most 
campuses – including UC San Diego

Level 4 Level 5

Basic Cyber 
Hygiene

Intermediate Cyber 
Hygiene

Approximately 
CUI++

Proactive
Reviewed Practices

Highly Advanced 
Optimized

Level 1
Level 2 Level 3

Resistance to State Sponsored Attacks

Office Worker Defense Primes

• New addition to the Defense Federal 
Acquisition Regulation Supplement (DFARS)

• Adds a verification step to compliance with 
contractually obligated security practices

• Requires pre-certification of an environment 
before proposal award

• Applies to new contracts, not existing

Slide credit: Michael Corn/UCSD
Note: Old CMMC 1.0 shown



HIGHER EDUCATION VS. DEFENSE IND. BASE

Core mission: education, research, 
public service (non-profit)

Open, peer reviewed science

Integrated teaching/research 
environments

Highly decentralized administrative 
and research environments

Fundamentally collaborative

Higher Education Defense Industrial Base (DiB)

Profit motive

Closed, intellectual property

Restricted staff and personnel

Project / product focused

Centralized span of control

Credit: Michael Corn / UCSD



https://federalnewsnetwork.com/commentary/2022/01/let-the-dust-settle-on-cmmc-2-0/
https://federalnewsnetwork.com/cybersecurity/2022/02/more-companies-may-have-to-get-a-cmmc-assessment-after-all/





https://www.aps.org/policy/analysis/new-guidance.cfm



https://www.whitehouse.gov/wp-content/uploads/2022/01/010422-NSPM-33-Implementation-Guidance.pdf



Higher education’s challenge with federal cybersecurity:
Universities are more like cities than defense contractors.

Theater performances, dorms, libraries, DoD research, NIH research, 
NSF research, sporting events, etc. - all next door to each other.
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https://beta.nsf.gov/research-security
https://beta.nsf.gov/funding/opportunities/research-security-training-united-
states-research-community
https://www.nsf.gov/news/news_summ.jsp?cntn_id=300086



https://www.nsf.gov/news/special_reports/jasonreportcybersecurity/index.jsp
See also: https://blog.trustedci.org/2022/03/trusted-ci-applauds-jason-report-on.html



https://www.trustedci.org/ - https://www.regulatedresearch.org/ - https://www.cilogon.org/ - https://researchsoc.iu.edu/
https://beta.nsf.gov/funding/opportunities/cybersecurity-innovation-cyberinfrastructure-cici

A Growing Set of NSF Cybersecurity Resources….



https://www.trustedci.org/framework/core - https://www.nsf.gov/pubs/2021/nsf21107/nsf21107.pdf
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